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Genomic profiles are expected to enable clinicians to individualize care and thus minimize the variation in outcomes that can result from "one-size-fits-all" approaches. 2, 3 Genome sequencing is already being used for the diagnosis of uncharacterized disorders. 4 Somatic and tumor genome sequencing, as well as gene expression profiling, are being used to understand cancer behavior and response to treatment. [5] [6] [7] [8] [9] [10] [11] However, to optimally use genomic information for diagnosis, treatment, and prevention of disease, suitably designed electronic health record (EHR) systems will be needed. 12, 13 Although paper records and human interpretation of laboratory results have sufficed in the past, the synthesis and interpretation of large amounts of complex genomic information will require electronic tools capable of delivering to patients and providers the right amount and types of information at point of care. It is only through such tools that we can realize the potential of genomic medicine to improve patient-care outcomes and lower health-care costs.
14 For example, if genetic testing reveals a patient to be at increased risk of developing early-onset colon cancer, an alert in the EHR could notify the patient's primarycare physician and suggest appropriate interventions, including colonoscopy initiated at an earlier age and performed more frequently. The EHR could also generate patient-focused informational literature to increase awareness of the early symptoms of this condition and potentially increase compliance with surveillance procedures.
The inclusion of genomic data in the EHR, however, raises important ethical, legal, and social issues. In this article, we highlight these challenges and discuss potential solutions. We provide a brief background on the current state of EHRs in the context of genomic medicine, discuss the importance of equitable access to genome-enabled EHRs, and consider the potential use of EHRs for improving genomic literacy in patients and providers. We highlight the importance of privacy, access, and security, and of determining which genomic information is included in the EHR. Finally, we discuss the challenges of reporting incidental findings, storing and reinterpreting genomic data, and nondocumentation and duty to warn family members at potential genetic risk.
EHRs AND GENOMIC MEDICINE: THE CURRENT STATE
In 2009, only 1.5% of American hospitals utilized comprehensive EHR systems capable of clinical decision support applications. 15 The inclusion of genomic data in the electronic health record raises important ethical, legal, and social issues. In this article, we highlight these challenges and discuss potential solutions. We provide a brief background on the current state of electronic health records in the context of genomic medicine, discuss the importance of equitable access to genome-enabled electronic health records, and consider the potential use of electronic health records for improving genomic literacy in patients and providers. We highlight the importance of privacy, access, and security, and of determining which genomic information is included in the electronic health record. Finally, we discuss the challenges of reporting incidental findings, storing and reinterpreting genomic data, and nondocumentation and duty to warn family members at potential genetic risk.
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By 2012, the proportion had increased to 12%, with the majority located in urban areas. 16 Clinical decision support capability within various EHR systems varies, and this may negatively impact health outcomes and potentially heighten disparities. The Health Information Technology for Economic and Clinical Health Act of 2009 includes several incentives to increase the use of EHR systems by the federally mandated 2013 deadline. Furthermore, federal guidelines mandate compliance with a broad set of "meaningful use" objectives as a prerequisite for certifying EHR systems. Adoption of meaningful use objectives will require EHR systems to deploy greater storage and processing capabilities that may improve the efficiency, quality, and safety of health-care delivery. 17 Genetic tests are currently conducted as single-gene or candidate-gene panels, and typically, the genotyping report from the laboratory is scanned and placed as a PDF file in the EHR. Such a process will be inadequate as we scale up to using genome/ exome sequencing in the clinical setting. Genome sequencing has demonstrated utility in various clinical settings and will likely become increasingly integrated into clinical practice in the future. 18, 19 Existing EHR systems do not yet include the tools necessary for annotating, mining, and analyzing genomic information over the course of a patient's life span. EHR systems will need to be remodeled to integrate results of genome sequencing with other clinical information, preferably by leveraging existing informatics networks. 20 In particular, EHR systems will need to include genomic clinical decision support tools to allow clinicians to practice genomic medicine at point of care.
EHRs AND EQUITABLE ACCESS TO GENOMIC MEDICINE
Health disparities that persist across demographic groups have proven to be a refractory problem in the American health-care system. There is hope that genomic medicine might reduce health disparities by ensuring that health interventions are tailored to an individual's genetic makeup, rather than less precise modifications in care based on race or ethnicity. 21 These mitigating effects on health disparities will only be possible, however, if patients have comparable access to genomic testing, as well as to EHRs with integrated genomic clinical decision support, and to the subsequent interventions indicated by genomic results. Indeed, Francis Collins, 22 director of the National Institutes of Health, among others, has suggested that genome sequencing should be available to all patients in the United States. However, this egalitarian vision for access to genome sequencing needs to include also a commitment to providing EHR decision support of uniform quality, as well as the clinical care needed.
Improved access to genome sequencing and informatics pipelines without commensurate access to well-designed decision support for physicians may lead to poor understanding of the results and their implications by physicians, as well as inappropriate actions which could harm rather than benefit the patient. Inadequate focus on incorporating genomic information into EHRs with appropriate clinical decision support and downstream interventions could also compromise public trust more broadly and hinder the use of genome sequencing in clinical practice. The full benefit of EHR-supported genomic medicine may depend on patients accessing and acting on genomic information reported through online patient portals. Lack of Internet access may limit the benefits of genomic medicine from reaching the poor, especially those residing in rural areas. Recognizing other socioeconomic or health system barriers among patients with low literacy can reduce obstacles in integrating genomics into clinical care. In keeping with the principle of justice, policies that strive to ensure affordable, fair, and just allocation of genomic medicine should be encouraged. It would be tragic if genome sequencing led to greater, not fewer, health disparities.
IMPROVING GENOMIC LITERACY AMONG PATIENTS
To promote patient participation in genomics, the US Department of Health and Human Services launched the Personalized Health Care Initiative Policy to facilitate patient empowerment through genomics as a central priority of future health-care programs. 23 It is hoped that broad public engagement campaigns will encourage public discourse on genomics as well as improve the ability of patients to make informed decisions regarding their personalized care. For example, online educational videos can be used to engage the public and to help patients better understand how genomics relates to their health. 24 For optimal utilization of genomic information in the clinical setting, patients should be aware of the benefits and limitations of genomic testing. Active patient participation could also be promoted by interactive tools that allow patients to provide family history and additional information that will facilitate interpretation of genomic testing.
EHRs may also evolve to increasingly acknowledge and respond to patient-driven preferences using patient portals and secure mobile device connections. Through remote monitoring, text messaging, automated alerts, apps, and other forms of digital communication, mobile devices are poised to transform the delivery of health care by enhancing communication between patients and their providers. In the "Open Notes" project, 25 allowing patients secure access to their clinical notes was beneficial from the patients' perspective. Health-care interactions that emphasize broader patient engagement and improved communication with such technologies will facilitate the integration of genomics into health-care systems.
Sociocultural, economic, personal, and familial factors can influence the decisions of patients related to genomic testing. Significant resources will need to be allocated in order to provide genetic counseling services. Yet there are only 3,026 board-certified genetic counselors in the United States, and little effort is under way to expand genetic counseling programs. 26 The lack of genetic counselors to provide such services may impede the use of genomic testing in clinical practice. Modules incorporated into the EHRs or patient portals may substitute for or lessen the burden of genetic counseling. Improved genomic literacy and genomics training among nurses will also be important in the establishment of effective interventions for the provision of genetic counseling and public education. 27 EHR applications that improve coordination between patients and their health-care providers may increase patients' participation in their own care and contribute toward meaningful use of EHR systems. 28 Although such tools may empower patients, it is currently unknown whether these tools can, in fact, replace direct advice from health-care providers, especially for patients whose understanding or access to technology may limit their ability to effectively utilize results reported outside the traditional clinical encounter.
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IMPROVING GENOMIC LITERACY AMONG CARE PROVIDERS
Primary-care physicians will likely be on the front line of using genomic medicine in mainstream care, yet numerous studies have demonstrated that many physicians lack the requisite knowledge of genomics needed to provide adequate genomic testing and counseling. [30] [31] [32] A recent survey of 10,000 American physicians conducted by the American Medical Association found that only 26% understood how genetics tests could influence treatment decisions, and only 10% felt adequately trained to integrate genetic testing into their practice. 33 The new dimension of genome-informed medical care is likely to further unmask knowledge gaps in this area and increase the frequency of misinterpretations, thereby exposing patients to medical risk. A great deal of work is needed to ensure that primary-care providers are prepared for the era of genomic medicine. Appropriately designed EHR systems, combined with specialized training on interpreting genomic results, 34 may be able to mitigate some of these concerns. Genomic clinical decision support is enabling providers to practice genomic medicine at point of care. 35 Even if providers can build competence in working with genomic test results, they could still face difficulty finding time to address all of the relevant findings. 36 The importance of robust EHR systems for ensuring efficient patient care is highlighted by a recent study that found that without an EHR to mitigate their workload, the average physician would take up to 5 h to adequately inform a typical patient of his or her genomic risk profile. 37 EHRs can be equipped with algorithms to interpret genomic tests and facilitate the physician's ability to provide genome-informed clinical care. 38, 39 Standardized methods for reporting genomic tests will similarly facilitate implementation of genomic medicine. A genetic test template has been proposed that would provide a more uniform approach to interpretation. 40, 41 Such a template may facilitate a more standardized approach to genomic testing, enable primary-care providers to better communicate genomic results to patients, and reduce errors associated with the reporting of results to patients. 40 ,41
MAINTAINING PRIVACY IN THE SETTING OF INTEROPERABLE EHR SYSTEMS
Because genomic medicine will depend on the aggregation of vast amounts of genomic information, effective implementation of genomic medicine will require EHR systems that can exchange information in real time via data-sharing functions. 42 In an effort to ensure interoperability of EHR systems, the Office of Standards and Interoperability at the US Department of Health and Human Services has mandated compliance with validated national standards to enable coordination of care between various stakeholders. 43 Interoperable EHRs can allow access to patient information across the continuum of care and reduce medical errors and improve the delivery of health care.
As is true for all personal health information, the use of genomic data must be balanced against the need to prevent disclosure of sensitive information. Sharing of genomic information mandates security measures that protect not only the information stored within a single health-care institution but also the exchange of information among institutions and with patients themselves. No point of vulnerability raises more challenges than the connections that allow components of EHR systems within institutions and at different institutions to interoperate. If interoperable EHR systems are to maintain privacy, appropriate access controls and security measures must be implemented throughout the workflow. 44 Unlike traditional paper medical records, EHR systems can be programmed to include encrypted information, audit functions, 45 and other safeguards to maintain security of health records. No form of electronic security, however, can prevent individuals who view the exchanged data from improperly revealing sensitive information. For this reason, the security of data exchanged between interoperable EHRs must be enforced through institutional policies and interinstitutional data use agreements. Criminal sanctions, monetary penalties, disciplinary action by licensing boards, or loss of employment, among other consequences, may be necessary for deterring future breaches.
PATIENT ACCESS AND DATA SECURITY
Although private health information should be protected according to accepted guidelines, once a patient has obtained his or her own health information, the patient shares responsibility for ensuring the confidentiality, privacy, and safety of that information. At a time when patients are increasingly demanding access to their individual genomic results, 46 it is critical that patient portals that can deliver this information do not also serve as entry points for both high-tech and mundane breaches. For example, unauthorized individuals may gain access to genomic results when patients inadvertently leave browsers logged in to patient portals. Because the loss of a mobile device or other actions by patients could cause personal health information to be revealed, educating patients in the proper use of patient portals will be an important adjunct to higher-tech security measures. variants related primarily to cancers and cardiac conditions should be reported back from the laboratory to the physician, recognizing that this list will evolve and grow over time. 47 Of note, the ACMG chose not to make recommendations regarding pharmacogenomic variants, even though efforts to incorporate pharmacogenomic information into the EHR are already under way. 48 EHR systems are being programmed to recommend specific modifications to prescriptions or other orders based on a patient's genetic predisposition, or even to intercept orders when genetic information indicates that risk for an adverse effect is high. 49 The Electronic Medical Records and Genomics Network is developing initiatives to harness EHR systems for tailored drug therapy; 48 
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DETERMINING WHICH GENOMIC INFORMATION TO INCLUDE IN THE EHR
network members at Vanderbilt University Medical Center recently launched the Pharmacogenomic Resource for Enhanced Decisions in
Care and Treatment program to enable optimal drug dosing and reduce adverse drug reactions. [50] [51] [52] For example, within this program, guidelines are provided to caregivers regarding clopidogrel dosing or alternative therapy in patients with the CYP2C19 *2*2 genotype, which is associated with a reduced response to clopidogrel.
Clinical decision support tools, including "pop-ups, " can provide immediate data that can guide clinicians on health-related decisions and also help physicians adhere to evidence-based guidelines and improve health-care outcomes. Although practice guidelines may not be applicable to all patients, in instances in which such guidelines can improve outcomes, such EHR functions may be useful. A major obstacle to creating genomic clinical decision support is lack of standardized nomenclature for genetic variants. Currently, several groups, including the Health Level 7 Genomics Work Group, are attempting to address this challenge.
53
INCIDENTAL GENOMIC FINDINGS
Whole-genome sequencing can yield as many as 50,000 novel gene variants per individual. 54 Although most of these variations are benign, a small proportion may potentially confer significantly higher risk of disease. In a recent study of 141 patients in 16 focus groups, Murphy et al. 55 found that participants involved in genetic studies overwhelmingly preferred to be informed of their results from genetic tests. Similar results have been generated in studies involving genomic testing in clinical settings. 38, 56 Future guidelines focused on the appropriate reporting of incidental findings (IFs) may encourage health-care providers to harness the analytical capacity of EHR systems for implementing reporting criteria, processing, and disseminating IFs. Many groups have focused on addressing these issues, including the National Human Genome Research Institute-funded Return of Results consortium and the ACMG.
The recommendations of the ACMG that certain IFs should be returned from the laboratory, at least to the physician if not necessarily to the patient, have stimulated considerable debate. 47 Even if the consensus is that certain highly actionable results should be returned, there will still be a need to acknowledge patient preferences in the majority of cases. 57 For example, patients should be allowed to decide if they would like to be informed about their risk for developing untreatable conditions such as Alzheimer disease. Notwithstanding patient preferences, as IFs obtained in genomic testing become more frequent, notifying patients may no longer be feasible; 58 indeed, this is at the crux of the ACMG recommendations. Furthermore, most IFs may lack clinical relevance, and it remains debatable whether patients should be informed of such findings. [59] [60] [61] [62] The ACMG and the National Human Genome Research Institute are currently spearheading efforts to adopt innovative approaches for guiding clinicians on appropriate reporting of IFs in appropriate ways, with varying levels of focus on reflecting patient preferences.
With respect to the design of EHR systems for reporting IFs, there are currently no standardized protocols for synthesizing, analyzing, and disclosing IFs to patients or providers in a manner that is consistent with the aims of routine patient care. Before such protocols can be developed, there is a need for consensus on who is responsible for returning genomic results and whether results should be returned to the patient, the patient's physician, or both. In the absence of effective EHR-based reporting tools, clinicians could be burdened with the daunting task of deciding which IFs should be reported to patients and which should lead to changes in care, a responsibility they may not have the expertise or appropriate training to fulfill. 61, 63 Although the ACMG guidelines were designed in part to circumvent some of these challenges, much burden would still remain on the health-care provider regarding clinical decisions based on IFs and communication of IFs to the patient. EHRlinked expert clinical decision support can potentially mitigate this burden in the future. Some experts caution that haphazardly returning results to patients may change the "standard of care" and thus legally bind providers to return results in the future. 59 These realities highlight the need for controlled studies focused on developing best practices for disclosure of results from genomic studies, as well as for continued debate regarding the ACMG and other emerging guidelines.
In the medium to long term, how to tackle the potentially overwhelming burden of responding to large numbers of genomic results will need to be addressed by a wide array of stakeholders, including medical geneticists, molecular geneticists, bioethicists, and payers. The classification and identification of IFs at the local level will need to consider the work of national and international groups such as the ACMG, the Evaluation of Genomic Applications in Practice and Prevention Working Group, the National Human Genome Research Institute, and others. These groups are providing guidance on which genomic results might be reportable and which clinical responses might be appropriate. 64 Local committees with diverse expertise will need to adapt these guidelines to determine which results will be reported through institutional EHRs and what format these reports will take. Finally, the responsibility of providers may be shared with patients, who could be expected to access and review their own results through online patient portals.
STORAGE AND REINTERPRETATION OF GENOMIC DATA
Where and how to store the significant amount of data generated by genome sequencing is currently unresolved. One solution is to place only variants of established clinical utility in the EHR with linkage to clinical decision support. The entire genome sequence could be placed in a repository outside the EHR, with reinterrogation as needed. 35 To enable such an approach, methods that allow EHR systems to interact with stored sequence data will be needed. It is also possible that with decreasing costs and improved reliability of genome sequencing, it may be cheaper and more reliable to simply resequence the genome if additional analyses are needed.
Another issue is the need for reinterpretation of variants of uncertain significance as new knowledge merges. 65 This could be a major concern with liability implications for the laboratory that generated the results, as well as the physician who ordered the test. For example, some investigators have suggested that physicians providing genomic consultation or counseling also have a duty to provide postgenomic test interpretation of results and a duty to prevent foreseeable harm. 66, 67 Posttest genetic counseling may also be considered part of this duty, although the exact role that counseling plays in a duty to reinterpret remains uncertain. Enforcing a duty to reinterpret future data or a duty to follow up with commercial genetic-testing companies may also pose its own set of challenges.
Although current policy in the United States does not explicitly require health professionals to initiate follow-up contact with patients after genetic tests, such an expectation could potentially be created through emerging standards of care or case law. 68 Given that the integration of genomics into clinical care may depend on attaining clarity around this issue, a prospective approach to clarifying the provider's duty to rescue may be called for. Reasonable standards could be set through a combination of new regulations and/or new legislation. Guidance is needed, especially in the area of genomic research studies, where vast repositories of genetic information can be susceptible to evolving interpretation and reinterpretation.
A potential "secondary" use of EHR data is clinical research. How genomic data are stored will affect how they are accessed for clinical research. The majority of the public supports researcher access to and use of their genomic data for research purposes, provided employers and insurers put in place measures to prevent discrimination or exclusion from coverage based on preexisting conditions. 69 Another point of debate is whether pharmaceutical companies that partner with insurance agencies should have access to genomic and phenotypic data that reside in EHRs. There is a need to develop a framework for the secondary use of EHR genomic and phenotypic data, including policies, standards, and best practices.
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PRIVACY AND NONDOCUMENTATION
Patient privacy is an important consideration in the adoption of EHRs. Although controversial, the practice of opting not to document sensitive information in a medical record is arguably as old as medical records themselves. There is some evidence, in particular, that nondocumentation of genomic information is more prevalent among patients with life-threatening conditions including Huntington disease, cancer, and other hereditary conditions. 70, 71 Given that neither the Health Insurance Portability and Accountability Act nor the Genetic Information Nondiscrimination Act have eliminated the risk of genetic discrimination 72 -nor the fear of it 73 -the interest in this practice is understandable. 74 Patients and providers using EHRs may prefer a nondocumentation approach to certain genetic test results under certain circumstances.
Given that any clinical use of genomic data is likely to depend on electronic analysis, interpretation, and reporting of test results, results reported to patients and providers will be logged permanently. In place of nondocumentation, one could consider policies on the privacy features of EHRs to allow patients and their providers to set specific limitations on access to results they prefer to keep private. For example, patients may wish to limit access to their genomic status to specific classes of EHR users, or limit such results from transfer to EHR systems that interoperate with the originating institution. Medical record segmentation is one approach to provide privacy and protect against discrimination for certain medical conditions such as sexually transmitted disease, substance abuse, and mental health, by sequestering or redacting certain medical codes from a patient's record. 75 Segmentation of sensitive genetic information has been recommended but raises important questions. 72 For instance, which categories of sensitive information should be subject to segmentation? What, if any, electronic messages should alert clinicians that information has been segmented? Should clinical decision support rules be permitted to scan segmented information, and how does one prevent the decision support output from revealing segmented information? Should segmented information be made accessible in an emergency? What information should be disclosed to a third party pursuant to an authorization? 72, 74, 76 
DUTY TO WARN
Integration of genomic information into EHRs complicates the issue of duty to warn, given the potential linkage to other relatives and the numerous physicians who are likely to have access to information without clarity on whose obligation it is to warn. There is a need for clearer interpretations of the duty to warn patients and their relatives, particularly in instances in which the physician has information that can forecast medical risks. The overriding responsibility of the healthcare provider is to the patient. Warning relatives over the objection of the patient is ethically dubious and in most cases violates the Health Insurance Portability and Accountability Act privacy rule. 77 Furthermore, imposing the burden of the duty to warn on a physician alone is unrealistic. This is particularly true when one considers the number of relatives needed to contact and the amount of genetic counseling and education each relative would likely require to understand the results of genetic tests. Many have argued that clinicians have an ethical responsibility to at least "encourage" patients, in a noncoercive manner, to share genomic information with their families.
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CONCLUSIONS
It is important to work toward equitable access to genomic testing and EHRs with genomic clinical decision support to help reduce health-care disparities. The incorporation of genomic information into the EHR, although still in its infancy, raises important questions about patient autonomy, confidentiality, privacy, and the obligations of the physician. Implementation of genomics in the clinical setting will have to strike a fair balance between the mandate to improve health care and the need for reducing potential harms. Important questions that need to be addressed by professional organizations, clinicians, payers, and patients include what genomic results can be placed in the EHR, in what format they should be reported, and what expectation there will be for providers to follow up on new results. In addition, a distinction has to be drawn between deciding not to include in the EHR results that are delivered and not delivering them in the first instance. Obligations of confidentiality are owed only by health-care providers and health-care systems, but the patient should arguably be able to choose what information to disclose. Informatics and decision support are going to be critical to enable primary-care providers to use genomic medicine at point of care. There is a need to address the complexity of both delivering and protecting health information of all types in an electronic, interoperable world; this is an important prerequisite for a new era of genome-informed medicine.
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